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The following information is provided to comply with the Privacy Act of 1974 (P.L.93-579). All information collected on this
form is required under the provisions of 31 U.S.C. 3322 and 31 CFR 210. This information will be used to transmit payment
data, by electronic means to the vendor's financial institution. Failure to provide the requested information may delay or

prevent the receipt of payments through the Automated Clearing House Payment System.
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Attachment #2
Affirmation of Non-Disclosure

This statement should be signed by employees whose positions are created by the Committee on House
Administration under the House Employees Position Classification Act that have access to electronic
communications services. This statement should also be signed by personnel contracted to provide electronic
communication or consulting services with or to the House at large. This affirmation must be signed prior to
commencement of work by such employees. Copies of the executed oath shall be retained by the employing
authority as part of the records of the House.

| do solemnly swear (or affirm) that I will not disclose any information relating to private or privileged
electronic/verbal/written communications received in the course of my service with or to the U.S. House
of Representatives, except as authorized by the Committee on House Administration or in accordance
with the Rules of the House of Representatives.

Contractor Personnel Name Title

Signature Date

Company Name:

Contract Number:

Program Manager:

Place two copies of the acknowledged forms in a sealed envelope with the following words marked
on the outside of an envelope “Affirmation of Non-Disclosure Forms” and mail or deliver to the
Contracting Officer’s Representative. In addition, ensure that the front of the envelope contains the
following information:

DATE, CONTRACT NUMBER, COMPANY NAME, and POINT OF CONTACT



U.S. House of Representatives Systems Development Life-Cycle Policy
Attachment #3

EXECUTIVE SUMMARY

This document provides an overview of the Systems Development Life-Cycle (SDLC) process of the U.S. House of Representatives.
The SDLC process consists of seven tailored phases that help manage a wide range of activity to conduct projects or automate House
activities with information technology. SDLC is not limited to technical activity but actually begins with customer needs and evolves
through processes and user requirements to develop a solution or support process. A detailed explanation of SDLC procedures is
outlined in a separate document and provides guidance, templates, checklists, and examples for successful implementation of this
policy. The primary objective of implementing a standardized SDLC policy is to provide coordinated excellent service, at reduced
costs, to support the activity of customers and users within the House community. This concept is shown as:

User

Customers

SDLC Process (7 phases)

Information
Product or Service

The first section of the policy explains the purpose, background, and basic systems development concepts in order to establish a
context for policy description. The systems development methodology, project management practices, and management controls
make up the SDLC environment to which this policy applies. The SDLC phase concept is further explained to ensure the policy or
“ground rules” is understandable by individuals other than technology specialists. A simplified and common framework for
implementing SDLC will improve communications and promote coordination across projects throughout the House community. The
seven phases of SDLC are:

Project Definition System Build/Prototype/Pilot
User Requirements Definition Implementation and Training
System/Data Requirements Definition Sustainment

Analysis and Design

The second section of the policy explains selected key terms, describes the SDLC concept, and describes each phase of SDLC in
greater detail. SDLC is not a common practice in performing daily tasks but is critical to develop ways to support daily tasks, and
requires the cooperation of everyone involved. This SDLC policy requires that seven SDLC phases be used to conduct projects within
the House environment, and a project notebook maintained to track the status of a project related to the SDLC phases. Policy also
requires a Work Breakdown Structure (WBS) be created to describe the work and schedule of project activity, appropriate to project
scope and level of effort. The WBS will be used as the basis for projecting resource requirements and cost estimates.
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U.S. House of Representatives Systems Development Life-Cycle Policy
Section 1

POLICY OVERVIEW

1.1 Purpose

This policy establishes a consistent set of management practices and terms to conduct systems development in the House environment.
The Committee on House Administration (CHA) has established a need for revised policy providing a high-level plan to support the
goals and objectives of Members and House staff. This policy establishes a standardized process for conducting projects and
automating House business processes.

1.2 Background

The House of Representatives is a unique environment requiring the customization of industry technology practices to automate
House activity for effective and efficient operations. Tailoring of a Systems Development Life-Cycle (SDLC) policy in the House
environment allows the House to benefit from industry technology and avoid costly software development. A clear and simplified
SDLC policy provides a basis for all House staff participation in systems development in a way that provides common understanding
and promotes checklist style steps. A structured and consistent approach to systems development ensures successful technology
initiatives that are coordinated among the different areas within the House community. The Office of the Chief Administrative Officer
(CAO), with support provided by other House offices, supports the House of Representatives in networking, telecommunications, and
automation of support processes.

1.3 Systems Development

Systems development in the House environment is a specific effort to automate House activity (business processes) by using
hardware, software, people, and procedures. The SDLC process is defined as an organized way to determine customer needs and user
requirements such that technology can be applied through systems development, and help customers and users perform their jobs more
effectively and efficiently. The process ends with maintenance and sustainment activities but includes a way to use feedback for
continuous improvement of processes and systems. Project management is a tool used to manage the use of a systems development
methodology (a structured approach to systems development), and ensure systems are built that help the users and customers. The
SDLC environment includes a systems development methodology, project management guide, and management controls to establish a
level of checks and balances to ensure a successful process. This relationship is shown as follows:

Systems
Development
Methodology

SDLC Project
Management
Guide

Management
Controls
SDLC Environment
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1.4 SDLC Phase Concept

The SDLC phase concept is used to describe functional systems development activity, to gain control of the complexities of systems
development, and to ensure the needs of customers and users are the basis for technical activity. The SDLC process is best described
as a series of phases occurring in various degrees and stages of overlap. The diagram below shows the seven major phases of systems
development tailored to the House environment and the overlap that may occur during execution.

User Requirements Definition
4

Timeline >
SDLC Phases

Project

I
I
|
1
I
I
I
Approval/Authorization :
1

BPI/BPR

The SDLC phases provide an excellent opportunity to control, monitor, and audit the systems development process, and ensure
customer and user satisfaction. A feedback process supporting Business Process Improvement (BPI) and Business Process
Reengineering (BPR) is critical to ensure the correct process or activity is the basis for the technical activity leading to systems
engineering and automation.

It is necessary to draw a distinction between the seven SDLC functional activities (phases) and functional tasks that occur within the
phases. The SDLC phases provide an opportunity for the House to manage and track the creation, approval, and progress of projects
or information technology initiatives. The functional tasks are managed for each project and may occur within one or more phases.
Specific tasks, such as technology evaluations and demonstrations, may be conducted across several SDLC phases to ensure user and
system requirements are defined that are achievable with current technology. It is important to identify the mandatory tasks for all
projects to provide consistency among House projects. The seven SDLC phases should be used as a checklist to ensure that each
project is managed in a consistent and thorough manner at a level matching the project scope. Functional tasks will be described in
section two of this policy as they relate to the SDLC phases.

1.5 SDLC Phases

Summary definitions of the seven SDLC phases are provided below:

Project Definition — The project definition phase prompts collection of information for the CAO and CHA to determine if a project
warrants the investment of personnel resources and funding. The project definition should identify the customer, user, mandate, and
basic operating concept. Additionally, the project definition should provide a preliminary investigation of alternatives and risk
analysis, and a high level cost-benefit analysis to determine if the project has a favorable return on investment. The project
information should show the expected cost increase or decrease and the capabilities or benefits gained, and is critical to the project
approval process. The program and project manager should be identified as well as projected costs for training and sustaining efforts
after the project is completed. The key output of this phase is knowing exactly what the scope of the project is prior to committing
funding and resources, including the project timetable with milestone dates and resource estimates, and a formalized
approval/autharization or disapproval of the project based on the project definition.

User Requirements Definition — The user requirements definition phase is based on the processes that users conduct in their day-to-
day activity. The user requirements should clearly describe what part of the user process (activity) should be automated or enhanced,
and the expected capabilities and features. There may be a number of other tasks to perform prior to developing the user
requirements, such as interviews, objectives identification, and defining operating concepts. The key output of this phase is a
summary document of user requirements that explains what the system is supposed to do.

System/data Requirements Definition — The system/data requirements definition phase is based on merging user processes and
requirements in a way that allows a system to support many different users or functions in similar areas. The system/data
requirements phase marks the start of establishing key technical areas to use technology to make the work easier. Technical
requirements are usually established as a sub-set of the system/data requirements and incorporate existing systems and technologies
currently used by the organization. Data requirements are a critical road map for any information system designed to process data.
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The key output of this phase is a summary document of system/data requirements that explains what the system should be built to,
how data should be processed, and what technical or support requirements may exist. In addition, security and internal control related
requirements are also developed as appropriate to the scope of the project.

Analysis and Design — The analysis and design phase is a complex and critical step in determining which system design, based on
systems engineering and technology analysis, meets the user and system requirements. For non-technical solutions, the design may
simply be a support process to be implemented over time. The design may be presented as several options with trade-off analysis or a
specific configuration, and may consist of Commercial-off-the-shelf (COTS) products (preferred approach) or customized
development. Procurement options and cost information should be identified as determined by resource requirements and the design.
The most significant milestone in this phase is the recommendation of what to do or buy in order to meet the user and system
requirements.

System Build/Prototype/Pilot — The system build phase is the execution of the approved design and in some cases may blend into the
implementation phase. A smaller test system is sometimes a good idea in order to get a “proof-of-concept” validation prior to
committing funds for large scale fielding of a system without knowing if it really works as intended by the user. For non-technical
solutions, the system build may involve creation of a support process and move directly to implementation. Procurement activity
begins in this phase and may be expanded with deployment during implementation. The validation, verification, and testing plan
should drive the system testing and be conducted against the system/data and technical requirements to ensure the system is built to
specification. System testing should also be conducted against the user requirements to ensure the system is operationally satisfactory.
The prototype or pilot concept also allows for refinements or adjustments based on user feedback prior to a larger scale
implementation. The key output of this phase is validation of the design prior to full commitment.

Implementation and Training — Implementation includes all necessary activity to procure, receive, configure, and install the new or
revised system. For non-technical solutions, implementation may be limited to a new support process requiring a change in the
business process. Training is conducted during this phase according to the training plan, which would have been developed in one or
more of the previous phases. A “transition” or “cut-over” plan, including any required data conversion, will also be required to ensure
a smooth transition to the new system without interrupting services. The development of appropriate documentation, such as manuals
for operations and maintenance, are required for successful transition. The impact of running old and new systems simultaneously
should also be analyzed to determine if there would be excessive burden in operating expenses or personnel support. Testing also
takes place in this phase and validates the usability of the system or support process through reports such as test analysis, security
evaluations, and system accreditation. System accreditation is the formal process for determining if the system meets user
expectations (user acceptance) as outlined by the user requirements. The key output of this phase is a successful transition to the new
system with uninterrupted service.

Sustainment — The sustainment phase is a dedicated effort to keep the system operating at an optimum level by conducting
maintenance and enhancements as determined by periodic reviews. For non-technical solutions, sustainment may be the continuation
of a support process. Changes in the environment, customer and user needs, or technology may prompt business process improvement
or reengineering initiatives to validate or revise the business process. Sustainment may also include changes to the system based on
technology advancement and can be addressed through system enhancements or redesign initiatives. Sustainment activity may be
conducted by CAO personnel or contractors and be supervised by CAO staff or other House technical staff. Continuous improvement
is a requirement of the sustainment phase and shall be reviewed by identifying standards and measures of performance, and
documented in project status reviews. Change management and quality assurance is also a requirement in this phase to ensure proper
documentation of the system configuration in a thorough and accurate manner.

1.6 Roles and Responsibilities

The Committee on House Administration has assigned the CAQO with the primary responsibility of implementing an SDLC process.
There are several groups that have key roles and responsibilities in the successful implementation of an SDLC process. The assigned
role describes what type of participation the group will have and the responsibility describes what tasks, events, or activities the group
will engage in for SDLC related activities.
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The Chief Administrative Officer (CAQO)

Role — The CAO will perform as an executing body and coordinate the establishment of appropriate advisory councils and working
groups, and coordinate participation of individuals or groups outside the CAO.

Responsibilities — The CAO has the following responsibilities for SDLC related activity:

(1) The CAO will coordinate the establishment of an Information Resources Management Advisory Council (IRMAC) or other
such body with a role of steering SDLC concepts based on the environment of the House and current needs of the Members
and Committees. The IRMAC will also advise on strategic initiatives and budget considerations. Appendix A of this policy
describes the IRMAC mission and charter.

(2) The CAO will ensure the establishment of a Technology Coordination Task Force (TCTF) or other such CAO body with a
role of developing, guiding, and implementing project management, procedures, and concepts to conduct systems
development in an integrated and coordinated manner. The TCTF will be chaired by the HIR Associate Administrator or
designated representative and maintain representation from all major groups within the CAO. The TCTF shall also establish
and dissolve temporary steering committees, as required by project activity, to oversee operational implementation for
specific initiatives or projects. The TCTF will forward recommendations and issues to the IRMAC requiring approval or
guidance above the CAO. Appendix B of this policy describes the TCTF mission and charter.

(3) HIR will establish specific procedures and methodologies for conducting systems development in the House environment and
provide training to maintain a level of common understanding and coordinated effort. HIR will additionally conduct and
track SDLC training and awareness to ensure the House benefits from effective use of SDLC.

Authority — The CAO has authority to develop project management and systems development guides to assist the House community
in participating in the SDLC process.

The Office of Inspector General (OIG)

Role — The OIG will perform in a review and advisory capacity and develop recommendations for improved operations and cost
effective alternatives.

Responsibilities — The OIG has the following responsibilities for SDLC related activity:

(1) The OIG will provide representation to the IRMAC or other such body as coordinated by the CAO. The OIG will provide
guidance on best practices, strategic visions, and implementation of systems development concepts in the House
environment.

(2) The OIG will conduct periodic reviews of the SDLC process and make recommendations to improve or enhance the SDLC
process based on industry best practices as modified by the unique requirements of the House environment.

Authority — As provided in House Rules 1V, the OIG is responsible for conducting periodic audits of financial and administrative
functions of the House. This authority includes reviews of the SDLC process and related activities, using best industry practices.

The Committee on House Administration (CHA)

Role — The CHA will perform in a review and advisory capacity and provide oversight guidance in the best interests of Members and
Committees, and the House in general, related to information technology and service support.

Responsibilities — The CHA will provide representation to the IRMAC or other such body as coordinated by the CAO. The CHA will
review and approve policies or activity as recommended by the CAO.

Authority — The CHA has the authority to establish or adjust all activities related to the SDLC process in the House environment.

1.7 Relationships

The roles of Information Resources Management Advisory Council (IRMAC) and Technology Coordination Task Force (TCTF), or
similar bodies, are an important part of making the SDLC process work in the House environment. The IRMAC provides an advisory
or steering role to ensure SDLC is tailored to the House environment while the TCTF provides development and implementation of
specific procedures or concepts for successful projects. Determining “what to do,” given the uniqueness of the House environment, is
the primary role of the IRMAC. Determining “how to do it” and ““‘doing it” is the primary role of the TCTF. The program and
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project managers are the detailed executors of project work but the TCTF is the over-arching execution body that ensures SDLC and
coordinated efforts achieve excellent service at reduced costs. Steering committees under the TCTF serve as temporary or longer-term
working groups that engage in activity extending beyond a particular project or system. TCTF steering committees provide critical
support in bridging the gap between the users, technology, and inter-relationships of project areas. The relationship of the SDLC
environment to the IRMAC and TCTF is shown as follows:

Guidance &
Oversight
| Guidance & Oversight | g  _’
\ 2

SDLC Project
Management
Guide

Implementation

& Execution

Steering "

Committees

Systems
Development
Methodology

Management
Controls

SDLC Environment Project Execution

Systems development methodologies, project management guidance, and management controls are methods of addressing specific
areas of SDLC implementation. SDLC procedures provide more detailed guidance on implementing SDLC and specify preferred
formats, template structures, or report content. Each of the three areas of the SDLC environment may also have detailed procedures
developed to fit the organizations or groups using SDLC and will typically change or evolve with execution. A systems development
methodology outlines details of the House approach to implementing SDLC consistent with industry best practices, which also
evolves with technology and process change. Project management is a structured approach to managing the use of methodologies to
conduct projects or provide a support service. Project management courses are readily available from industry or within House
training opportunities while industry software tools, such as Microsoft Project, are available to help manage project activities. A well-
defined SDLC process will help leverage existing technologies and support the House community at an affordable price. Management
controls contain elements from both the systems development process as well as programmatic practices and ensure close coordination
between the two. The CAO and HIR are responsible to develop specific procedures and guides, through the IRMAC and TCTF, to
support the implementation of an SDLC process tailored to the House environment. The relationship of this policy to specific
procedures, methodologies, and guides is shown as follows:

This Document

SDLC Procedures
(execution)

Customer-Based SDLC SDLC
Systems Development Project Management Management
Methodology Guide Controls

The SDLC policy is supported by SDLC procedures established within the organizational area implementing SDLC or across the
House community. The SDLC procedures are maintained in separate documentation and provide detailed guidance on the
implementation of the SDLC process. Project management and systems development methodologies are more fluid in nature and are
continually updated to reflect and take advantage of the best practices of industry. Programmatic tools, such as Microsoft Project, are
available to track project activity using Gantt chart style schedules.
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Section 2

SDLC POLICY

The SDLC process outlined in this document provides a standardized method to help manage a wide range of activity to conduct
projects or automate House activities with information technology. This process can be used on any selected project whether or not
technology is used to automate the activity. The SDLC policy requires execution of projects within the framework of the seven
identified phases and tracking with a project notebook to reflect the SDLC status of projects at any given time. The practice of
conducting structured systems development, by developing customer-based processes and solutions, promotes a smarter and less
expensive way of doing business in the House.

2.1 SDLC Key Terms

There are many different terms and expressions associated with systems development and project management. In order to provide a
common basis for defining the SDLC phases and activities, some selected terms and definitions are provided to help develop the
context for SDLC policy in the House environment.

Program/Project Manager

Program manager and project manager are two terms sometimes used interchangeably but actually differ in their roles. The program
manager has overall responsibility for all projects within the program and the project manager is responsible for executing the task
elements of the project. The following diagram shows the program and project manager relationships:

Program Manager

s
V4

As assigned

I Project Project Project
I Manager Manager Manager

Task Task
Leader Leader

Designation of the program manager should be based on whether the project serves a dedicated group or serves an infrastructure role
to support a wide user base where no particular group has ownership of the service or system. In the case of a dedicated type of
project or system, the program manager should possess some background from the user perspective in order to ensure the user
processes and requirements are fully represented in the project activity. For infrastructure type projects, the program manager can be
selected from a wider experience base but should have experience in the technical area of the project and sound program management
skills. The project manager will be selected for the specific skills necessary to execute the task elements of the Work Breakdown
Structure (WBS), or simply, possess the skills and experience to manage the work necessary to complete the project.

Program Manager - The program manager is responsible for managing programmatic activities such as personnel resources, budget,
schedule, user involvement, and overall status of the program. For example, the program manager would be responsible to ensure
items like a Statement of Work (SOW) and user requirements are included in a procurement package but the project manager would
ensure the technical information is written. The program manager also ensures the business process dialog occurs between the users
and system designers and coordinates any activity with other programs that have an impact or relation to program activity.

Project Manager - The project manager is responsible for development and execution of the task elements of the WBS. The project
manager oversees day to day execution of the project and directs personnel in the accomplishment of tasks. The project manager is
responsible for knowing what part of the systems development process the project is in at any time.

Customer/User

The second critical area for common understanding is the difference between customer and user, and the relationship they have in the
systems development process. The following diagram shows how the customer needs should be the basis for developing user
requirements as part of the SDLC process.
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Customer
SDLC Process (7 phases)

Information
Product or Service

The user processes and output should be clearly defined prior to any automation or enhancement which helps to ensure the output
(results) is what the customer is looking for and the automation is user-friendly and an improvement to the process.

Customer - The customer is the ultimate benefactor of the service or information product. The customer needs should provide the
primary influence on how the user constructs their operating concept and business processes.

User - The user (individual or group) that conducts the support processes, or uses the automation technology or system, to produce a
service or product for the customer. The user has the key role of identifying the business processes and the areas for possible
automation (new system) or enhancement (existing system or support process).

It is important to note that the customer can also be a user such as a Member having access to a hypothetical Web-based finance
system to view the status of their pay transactions. The finance group would be the primary user of such an automated finance system
that serves the Member customer base. The Member, in addition to getting a paycheck as a customer, would also be a user of the
system to “view only” the latest transactions for that Member. This is an example of how the customer and user can be the same
individual at times, highlighting the need to ensure that customer needs become the basis for developing user requirements.

2.2 SDLC Process

The SDLC process represents a House-wide coordination effort to conduct projects in a structured manner that promotes appropriate
analysis necessary for project execution. The SDLC process provides a framework of phases that help track uniquely created tasks for
each project. Tasks differ from activities in that they produce specific outputs such as decisions or documents on which further
decisions can be made. The overall view of the SDLC process that demonstrates the “decision point” concept is shown as follows:

Identify the customer and user

Project Definition Assign a Program and Project Manager
P User Requirements > — )

BPI Definition The user and system/data requirements
BPR — must be the basis for system design and
> System/data —» | — selection of COTS products

Requirements Definition
—p _ _ p Compare —p Buy Options —p Decide
Analysis and Design
System
Enhancements -
& Redesign System Build/ Build and Validate
Prototype/Pilot
Implementation Full Implementation and Transition
and Training
Sustainment Keep the system running and make improvements

Each project is assigned a project manager to develop the unique project tasks (the WBS) within each SDLC phase. The project
manager shall keep a project notebook that tracks the SDLC status of each project. If contractor resources are used to help execute a
project, then a procurement package should be prepared detailing the exact parts of the SDLC process, and the expected work to be
performed by the contractor as described in the statement of work. The procurement package should also contain necessary
information from previous phases to provide a complete package and generate a comprehensive contractor response. For example, a
procurement package for designing and implementing a system should contain the user and system/data requirements or an
appropriate requirements summary.
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2.3 SDLC Phases with Milestones

The seven SDLC phases serve as a programmatic guide to project activity and provide a flexible but consistent way to conduct
projects to a depth matching the scope of the project. Each SDLC phase objectives are described in this section with key deliverables,
a description of recommended tasks, and a summary of related control objectives for effective management. It is critical for the
project manager to establish and monitor control objectives during each SDLC phase while executing projects. Control objectives
help to provide a clear statement of the desired result or purpose and should be used throughout the entire SDLC process. Control
objectives can be grouped into major categories (Domains), and relate to the SDLC phases as shown:

Management

SDLC Phases Control Objectives Contr'ol
Domains

Project Definition

| Planning &
User Requirements Organization
Definition
|
System Requirements .
Definition Acquisition &

Implementation

Analysis and Design

Delivery &

System Build/ Support

Prototype/Pilot

Control Objectives

Implementation
and Training

Sustainment

SDLC Phases Related to Management Controls

To manage and control an SDLC initiative, each project will be required to establish some degree of a WBS to capture and schedule
the work necessary to complete the project. The WBS and all programmatic material should be kept in the “Project Description”
section of the project notebook. The WBS format is mostly left to the project manager to establish in a way that best describes the
project work. There are some key areas that must be defined in the WBS as part of the SDLC policy. The following diagram
describes three key areas that will be addressed in the WBS in a manner established by the project manager.

Work Breakdown Structure

WBS |!

Executive Summary section with a high-level

schedule of key activities and milestones \'

Detailed project tasks for the
applicable SDLC phases

Special interest areas tracked outside

the SDLC phase areas as required \_

Work Breakdown Structure (WBS) Organization

The upper section of the WBS should identify the major phases and milestones of the project in a summary fashion. In addition, the
upper section should provide an overview of the full scope and timeline of the project and will be part of the initial project description
effort leading to project approval. The middle section of the WBS is based on the seven SDLC phases as a guide for WBS task
development. The WBS elements should consist of milestones and “tasks” as opposed to “activities” and have a definitive period
(usually two weeks or more). Each task must have a measurable output (e.g. document, decision, or analysis). A WBS task may rely
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on one or more activities (e.g. software engineering, systems engineering) and may require close coordination with other tasks, either
internal or external to the project. Any part of the project needing support from contractors should have a SOW written to include the
appropriate tasks from the SDLC phases. The development of a SOW does not occur during a specific phase of SDLC but is
developed to include the work from the SDLC process that may be conducted by external resources such as contractors.

Each of the seven SDLC phases is listed below with the basic intent, key deliverables, a description of recommended tasks, and
summary points for effective management controls. The SDLC phases should be executed with simultaneous near-term (referred to as
Track 1) and long-term (referred to as Track Il) considerations to ensure continuous support as well as integrated systems
development. The deliverables marked with an asterisk are required under this policy to be completed at a level appropriate to the
scope of the project. The deliverables without an asterisk, and the tasks listed under each phase, are required for consideration for
each project. Any manager at the project manager level and above may assign a non-asterisk deliverable to the project appropriate to
the scope of effort. For projects where costs in later phases are difficult to predict, procurements should be broken-up into logical
pieces and used as decision points. An appendix provides definition of terms frequently used in the systems environment.

Project Definition

Description: The project definition phase must capture all information necessary to describe the full life-cycle impact of the project
at a summary level, and determine if a project warrants the investment of personnel resources and funding. At a minimum, the project
definition document must identify the customer, user, mandate, basic operating concept, and provide a preliminary investigation of
alternatives (including non-computer-based solutions), a preliminary risk analysis, and a high-level cost-benefit analysis to determine
if the project has a favorable return on investment. Project analysis should show the expected cost increase or decrease and the
capabilities or benefits gained, and is critical to the project approval process. Smaller projects may be described within 1-2 pages
while more comprehensive projects may require a program plan, acquisition plan, or other similar document to describe the project in
enough detail to support the planning and approval process. The anticipated program and project manager should be identified with
any projected costs for training and sustaining efforts after the project is completed. Project description of the SDLC phases will
require estimates for impact or cost, prior to when they can be accurately determined, with subsequent revisions as the SDLC process
unfolds. Replacement projects must conduct a BRI/BPR assessment to ensure the replacement effort is not conducted for invalid
processes. The key outputs of this phase is knowing what the scope of the project is prior to committing funding and resources, and a
formalized approval/authorization or disapproval of the project based on the project definition.
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Deliverables: * indicates mandatory documents appropriate to project scope.

*Project Definition Document

*Work Breakdown Structure (top level with schedule)

Customer Interview/Survey Reports (needs analysis)

Alternatives Analysis (may be separate from Project Definition Document for larger projects)
Risk Analysis (may be separate from Project Definition Document for larger projects)

Cost Benefit Analysis (may be separate from Project Definition Document for larger projects)
*BPI/BPR Assessment (for replacement projects)

Technology Evaluations

Program Plan (sometimes called Acquisition Plan)

Project Status Brief

Program Reviews

Major Tasks:

Customer/User Identification — provide a short description of who the customers and users will be as related to the project. Identify
whether there is any overlap of the customer participating as a user.

Project Description — provide a description of the project and outline the project purpose and objectives. Provide a simple operating
concept diagram as appropriate to describe the project and other related areas or systems. Describe any required BP1/BPR efforts that
may be necessary to validate or change the business process prior to automation initiatives.

Customer Interviews — conduct and summarize analysis of customer needs through an interview process. This information becomes
the basis for project existence and subsequent user requirements development.

Alternatives Analysis — provides an analysis of alternative approaches, including non-computer-based solutions such as support
processes or procedural solutions, that reasonably achieves project objectives.

Risk Analysis — provides a description of internal control and security vulnerabilities, the nature and magnitude of associated threats,
and potential for loss or disruption to service. The analysis also includes recommendations for mitigation and safeguards for the
identified risks.

Cost/Benefit Analysis — provides a summary analysis of the benefits of the project compared to the cost. May include return on
investment analysis identifying the “break-even” point.

High Level WBS/Schedule — provide a summary WBS and schedule (Gantt Chart) of the project phases and major milestones.

Management Controls: The project definition phase should provide a horizontal look at the full project life-cycle at a high level, but
address certain key areas in order to manage project efforts within the strategic planning process. Summarized control objectives from
the domain of Planning & Organization should be continuously reviewed for applicability and include:

Project relevance to the organizational strategic plan

Roles and responsibilities of key groups related to the project
Risk assessment

Costs/Benefits

Personnel resources

Project management

e Communications processes

User Requirements Definition

Description: The user requirements definition phase requires the project manager to conduct a number of tasks leading to the
development of a user requirements document. The customer needs will impact how the user establishes the mission, objectives, and
operating concept for the support or service provided to the customer. Developing process flows at both the project level and user
level will facilitate selecting the key processes to automate — which constitutes the user requirements. The details of the user
requirements (user performance parameters) will be refined throughout the project.

Deliverables: * indicates mandatory documents appropriate to project scope.

*Concept of Operations Document
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Functional Operating Areas Defined
User Interview/Survey Reports
*Functional Requirements

User (Operational) Process Flows
*User Requirements Document

Major Tasks:

Concept of Operations — the process of developing drawings and text that describes the high-level activity of the users. This document
serves as the basis for user requirements development and outlines the core business process.

Functional Requirements — the core business processes are usually divided into major groupings called Functional Operating Areas
(FOA). The primary processes within the FOA grouping are candidates for automation and become the functional requirements.
Identification of the functional requirements helps to identify the related technology areas much earlier in the development process
and begin technology evaluations.

User Process Flows — the user process flows are developed through process engineering and may require interviews with the user
community. The customer needs should have a significant impact on the development of user processes and be fully addressed by the
user process.

User Requirements Development — the detailed activity of the user’s processes serve as a basis for user requirements development.
The user requirements should accurately describe what part of the user processes are candidates for automation or a support process.
The user requirements should also include any security requirements and be validated to determine the final set of requirements
eligible for the development effort. It is important to note that redundancies and repetitive actions may exist at this point but are
documented and will be addressed by the systems engineering activity.

Management Controls: The user requirements definition phase should examine a number of critical areas leading to fully defined
user requirements. Summarized control objectives from the domain of Planning & Organization that should be continuously
reviewed for applicability to the project include:

Compliance with external requirements
Risk assessment

Costs/Benefits

Defining relationships

User participation

Requirements validation

e Communications processes

System/data Requirements Definition

Description: The system/data requirements definition phase is primarily dependent on completion of tasks from the user
requirements definition phase. This phase is organized by identifying functional development areas that facilitate technical activity or
support cutting across many operational (business) areas. This phase requires systems engineering skills and technical support to
combine the user requirements and processes in a way that reduces redundancies, merges repetitive actions, and incorporates
technology concepts. A well-defined system process that meets the user requirements is the basis for system/data requirements. The
technical requirements will be a sub-set of the system/data requirements and incorporate specifications of existing equipment or
systems. The system/data requirements should clearly describe what part of the system process should be automated or enhanced,
which helps promote a solution that meets the needs of many areas (integrated solution). Directly automating or enhancing the user
requirements may result in isolated systems, compatibility problems, and costly implementation issues. The development of system
processes and system/data requirements is the basis for analysis and design.

Deliverables: * indicates mandatory documents appropriate to project scope.

Functional Development Areas

System Process Flow Drawings

*System/data Requirements Document (may include technical requirements)
*Security and Internal Control Plan

*Technical Requirements (mandatory for technology-based projects only)
*Interface Control Document (mandatory for technology-based projects only)
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Major Tasks:

System Process Flows — involves development of system processes that combine user requirements and processes. System process
flows are usually developed within Functional Development Areas (FDA) which provide a grouping of the anticipated technical
activity. The systems approach allows elimination of redundancies and repetitive activities while also incorporating technical
concepts or use of automated steps.

System/data Requirements Development — provides information about which system processes should be automated or enhanced
(capabilities and features) and identifies the operating environment and technical specifications. System performance parameters and
database requirements are examples of information contained in the system requirements. A combination of technical information
such as system requirements, database requirements, technical requirements, interface controls, system security, and other
information, comprise the system specification.

Interface Control — provides information about areas that must be standardized for data transfer or connectivity to occur between
systems. The technical part of interface control is dependent upon knowing where the business processes of related systems overlap
or should be integrated.

Management Controls: The system/data requirements, along with the user requirements, provides the critical information for
analysis and design. System/data requirements mark the transition from the management control domain of Planning & Organizing
into Acquisition & Implementation. Although planning and organizing continues throughout SDLC, the system/data requirements
serve as the basis for determining a solution. A summary of relevant control objectives includes:

e Bound the technology direction

e Identify roles and responsibilities
e Review trade-off analysis

e  Acquisition considerations

Analysis and Design

Description: The analysis and design phase is based on reviewing the contents of the user and system/data requirements. The
resulting systems engineering effort could range from the selection and configuration of an existing software product to a
comprehensive systems development initiative involving software engineering and customization. For non-technical solutions, the
design may simply be a support process to be implemented over time. House policy is to seek the use of existing solutions or COTS
products and avoid costly software development or customization. The analysis and design process, along with the results of
technology evaluations, may prompt an adjustment in the business process (policy or procedures) in order to take advantage of the
cost saving of COTS solutions. The most important aspect of this SDLC phase is to provide solution alternatives with trade-off
analysis that fit within the House environment and meet the validated requirements.

Deliverables: * indicates mandatory documents appropriate to project scope.

*System Design Document

*System Security and Internal Control Specification

*Detailed Cost-Benefit Analysis (mandatory for technology-based projects only)
Technology Evaluation Reports

Trade-off Analysis

Major Tasks:

System Design — a systems engineering process that uses the results of technology evaluation to develop a solution or support process.
The system design is structured to produce capabilities, that when combined with procedures, provides solutions for enhancing
performance or a support process. The security and internal control requirements, tailored to the House environment, are also
embedded in the design process and provide a combination of technology and procedures to achieve the desired security protection
and sound internal control environment.

Design Options — provides two or more design options that gives varying levels of performance for different ranges of cost, build
time, and capabilities. Trade-off and cost-benefit analysis provides a means to present these options tailored to the House
environment.

Management Controls: The analysis and design phase is primarily covered by the management control domain of Acquisition &
Implementation. A summary of relevant control objectives includes:
e Feasibility studies

2-7 Final 3/24



U.S. House of Representatives Systems Development Life-Cycle Policy

Comparison and risk reports
Cost-effective security

Information architecture

Relevance to strategic technology goals

System Build/Prototype/Pilot

Description: The system build/prototype/pilot phase is the execution of the approved design and, in cases of a single system, may
move directly into the implementation phase. For non-technical solutions, the system build may involve creation of a support process
and move directly to implementation. Initial procurement activity is conducted to stage a system build prior to deployment during
implementation. The prototype or pilot concept provides a good opportunity to determine technical feasibility prior to a large
investment of funding and resources. User and system testing can also be conducted in this phase and is covered in more detail in the
implementation and training phase. The system build will also serve as an interim step prior to deployment of a system to ensure
minimal disruption during the deployment. The system build/prototype/pilot phase also serves as a means to collect feedback and
make refinements or adjustments prior to full deployment.

Deliverables: * indicates mandatory documents appropriate to project scope.

*Prototype/Pilot Report

*Validation, Verification, and Test Plan (mandatory for technology-based projects only)
*Completed System Validation Report (establishes system built to specification)
Security Evaluation Report

Major Tasks:

System Build — provides a controlled environment to conduct procurement, receiving, staging, configuration, and other build-out
activities on a smaller scale. The build-out process also allows validation of vendor equipment and testing within a controlled
environment prior to deployment in a production mode.

Validation, Verification, and Testing — testing should be conducted according to the plan and conclusively demonstrate that both the
user and system requirements have been met. Independent validation and verification should be used for more comprehensive
projects and appropriate reports created.

Management Controls: The system build/prototype/pilot phase consists primarily of structured processes to meet the approved
system design. The management control domain of Acquisition & Implementation encompasses this SDLC phase. A summary of
relevant control objectives includes:

e Feasibility studies
Technology evaluations
Development procedures
Documentation procedures
System software security

Implementation and Training

Description: The implementation and training phase marks the beginning of approved procurement to install the system or support
process for actual use. For non-technical solutions, implementation may be limited to a new support process requiring a change in the
business process. In cases when a prototype or pilot project is used, the implementation may simply be a larger scale deployment of a
proven solution. In cases when a single system is being developed, the implementation may include significant integration activity
and configuration during the implementation process. For replacement systems or significant upgrades, data conversion may be
required and will be conducted according to the implementation plan and verified through system/data testing. The House
environment requires transition of new or replacement systems to be done with minimal disruption to daily House activity. Parallel
operations and advance training is critical to ensure continuity of services. Testing should be conducted both for user acceptance and
system specification. Operational Test and Evaluation (OT&E) is commonly used to ensure the system performs as the user expects
and in compliance with the user requirements. Developmental Test and Evaluation (DT&E) is a type of testing done to ensure
compliance with the system requirements and specifications. DT&E also ensures that system integration is acceptable and stress
testing is within system specifications. The final stage of implementation also includes completion of documentation such as user
manuals, system drawings, operations manuals, and Standard Operating Procedures (SOP).

Deliverables: * indicates mandatory documents appropriate to project scope.
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*Implementation Plan

*Validation, Verification and Testing Plan (may be in implementation plan for small projects)
*System Documentation (the ““as built” document)

Interface Control Document updates

*Test Analysis Report (should include security testing analysis)

*User Acceptance or System Accreditation Document/Report

Procurement Plan (sometimes called acquisition plan)

Transition Plan (sometimes called ““cut-over plan™)

*Training Plan (may be included in implementation plan for small projects)

User Manuals

Major Tasks:

Implementation — development and processing of all required documents (e.g., purchase orders) to procure equipment or services to
deploy the system or support process. Additional activities may include staging, integration, configuration, and installation.

Training — training should be conducted according to the training plan and provide a “self sustaining” capability to the House. The
training curriculum should support users as well as instructors to ensure new users are afforded an immediate and continuous training
opportunity.

Documentation — the process of formally recording information about the configuration of the system and the procedures for using the
system or support process to solve problems and enhance operations. Typical documents include user manuals, operations manuals,
systems guides, interface control documents, and maintenance guides.

Validation, Verification and Testing — testing should be conducted according to the plan and conclusively demonstrate that both the
user and system requirements have been met. Independent validation and verification should be used for more comprehensive
projects and appropriate report created to document results.

System Accreditation — final acceptance of the system is formalized through the system accreditation process, which provides
acknowledgment that the user and system/data requirements have been met. The results of security evaluation and analysis are
included in this area and must be acceptable in order to complete system accreditation.

Management Controls: The implementation and training phase requires diligent monitoring of all activities contributing to system
deployment. The primary management control domains related to this SDLC phase are Acquisition & Implementation, and Delivery
& Support. Summarized control objectives for the deployment and training process to be continuously reviewed for applicability to
the project include:

Process and methods for IT acquisition

Installation procedures

Change management procedures

Validation, verification, and testing strategy/procedures
Process monitoring

Sustainment

Description: The project sustainment phase is dedicated to keeping the systems or support processes operating to provide service to
the customer or user. For non-technical solutions, sustainment may be the continuation of a support process. Sustainment projects
will include periodic proactive actions identified in the WBS. Technology reviews for enhancements or updates to the software and
hardware will also be conducted. An enhancement or redesign may not change the business process but should not be undertaken
unless the current business process is validated. There should also be periodic reviews of the business process, which may lead to
either an improvement or reengineering effort. The Project Status Review should also contain after action reviews for project
transition into the sustaiment phase. Performance measures of the sustainment process will help identify when actions or additional
projects should be initiated. Change management and quality assurance is also required in this phase to ensure thorough and accurate
documentation of the system configuration.

Deliverables: * indicates mandatory documents appropriate to project scope.

*Performance Measures Documentation

*Program Status Reviews (includes after action review for transition to sustainment)
*Configuration Management Documentation

*Change Management Documentation
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BPI/BPR Reports
Technology Enhancement Reviews

Major Tasks:

Sustainment Activity — conduct maintenance and service activity to keep the system operational. This includes response to system
failures and notification to users through the system alert process. Activity also includes proactive and preventive actions that help
keep the system from failing. Maintaining updated documentation of the system configuration is required by this policy and begins at
the project definition phase. Another key element is the control of change to the system through strong enforcement of change
management and quality assurance controls.

Business Process Reviews — conduct a review of the business processes representing the way the users operate under the current
policy and procedures. Any revisions or reengineering in this area may have a tremendous impact on user requirements and current
system design or support processes. A BPI/BPR assessment should be performed for any replacement project initiative, which leads
back to the first phase of SDLC.

System Reviews — conduct periodic reviews of the system to ensure operating health and that software updates or enhancements are
tested and installed. New technology may result in a technology upgrade that improves automation of the current business process.

Management Controls: The sustainment phase is dedicated to maintaining systems, service, or support at optimum levels. Control
objectives related to this SDLC phase overlap from management control domains of Delivery & Support, and Monitoring.
Summarized control objectives for monitoring the development or support process, and sustainment of the system, that should be
continuously reviewed for applicability to the project include:

Change Management

Independent quality assurance

External reviews

Process monitoring through Program Status Reviews
Review of system and security operations
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Appendix A
INFORMATION RESOURCES MANAGEMENT ADVISORY COUNCIL CHARTER

The attached charter for the Information Management Advisory Council (IRMAC) is provided as required by the CAO roles and
responsibilities section of the SDLC policy.
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Information Resources Management Advisory Council
Charter

1. Purpose

The Information Resources Management Advisory Council (IRMAC) is established to coordinate information resources planning,
acquisition, development, and use within the Office of the Chief Administrative Officer and other appropriate organizations within the
House community.

2. Background

Information Resources Management (IRM) is the management of information through its entire life cycle ranging from the methods of
recording it, storing it, and transmitting it, to the decisions of archiving or destroying it. As an objective, IRM encompasses providing
the right information at the right time, in the right place, on appropriate media, efficiently and at low cost, for use in making decisions,
followed by destruction or archival retention. The efficient use of information resources is a primary concern of the Chief
Administrative Officer. IRMAC is to provide for the efficient and effective management of information resources, institute
cooperative actions to standardize and improve the use of Information Technology (IT), telecommunications and provide an
organizational means for communication among the various House components on technological subject matter.

3. Establishment of the Council

IRMAC is composed of the Chief Administrative Officer, Associate Administrators for House Information Resources, serving as
Chairperson, Office of Human Resources, Media and Support Services, Office of Finance, Office of Procurement and Purchasing, and
Administrative Counsel. Participation is also open to other House offices. The Office of the Inspector General shall serve on the
IRMAC in an advisory capacity. A staff member from HIR will provide administrative services and technical support for the IRMAC,
as required.

4. Council Responsibilities

IRMAC will meet quarterly to consider and coordinate action at the senior management level with respect to information resources
programs, progress, and problems, and will serve as a forum to address intra-Office issues. IRMAC may also establish subcommittees
or work groups to address those issues. Examples of IRM concerns are as follows:

(a) Data standardization policy and management.

(b) System Development Life Cycle (SDLC) and Quality Assurance.

(c) Federal information processing standards and industry best practices for IT and telecommunications.
(d) IT and telecommunications requirements, configurations and interoperability.

(e) Privacy and security of systems, data, and facilities.

(F) 1T and telecommunications management, planning and budgeting.

(9) Mission implications of new hardware and software technology.

(h) Computer-based office automation systems.

(i) 1T and telecommunications technology sharing.

5. Authority

IRMAC will serve as a consultative and coordination body to the CAO. IRMAC, as a result of examination of issues affecting IRM,
is to:

(@) Recommend IRM policies, standards and guidelines to foster user buy-in and acceptance of the Chief Administrative
Officer’s IRM program;

(b) Recommend priorities for the Chief Administrative Officer’s IRM program initiatives (e.g., the acquisition and development
of IT and telecommunications resources); and
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(c) Recommend actions needed to address the progress of or problems in the implementation of the Chief Administrative
Officer’s IRM program.

6. Relationship to the CAO Technology Coordination Task Force (TCTF)

The IRMAC provides a high-level advisory role and focuses on applying management/technical concepts based on policy, experience
and the perspective of the CAO environment. The TCTF role is chartered to be execution oriented (day-to-day activity) and focuses
on development or implementation of concepts in response to its technical advisory role. As such, the two teams will require
continual coordination of activity and interaction.

The IRMAC is open to participation by other House offices and includes the CAO AA's, CAO General Counsel, and the OIG in an
advisory role (OIG is not on the TCTF). The IRMAC role is much more strategic in nature and would not engage in day-to-day
activities that the TCTF is established to handle, such as scheduling a vendor to brief the group for a project review, with discussions of
process flows and requirements. Likewise, reviewing the details of Web-based Procurement Desktop and the best technical direction
would be a TCTF rather than an IRMAC activity. The IRMAC would, however, review a TCTF recommendation concerning a project
to ensure it fits within the goals and objectives of the House community for technical development. Although many of the TCTF and
IRMAC members are the same, their roles differ significantly between strategic and operational roles of the two groups. The TCTF
will be more likely to substitute, or include, a representative for an AA concerning technical matters. Both are required to prompt
technical activity to completion within desired goals and objectives of the House community.
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Appendix B

TECHNOLOGY COORDINATION TASK FORCE CHARTER

The attached charter for the Technology Coordination Task Force (TCTF) is provided as required by the CAO roles and
responsibilities section of the SDLC policy.
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Technology Coordination Task Force
Charter

1. Purpose

It is essential that the House have a strategic, planed approach to the technological issues facing it. It is the purpose of the Technology
Coordination Task Force (TCTF) to provide for the development, deployment, and monitoring of CAO information technologies and
to facilitate coordination of efforts with other offices of the House and the legislative branch to the extent possible.

To this end the TCTF will develop and recommend to the CAO strategic objectives for deployment of inter-operable technological
resources within the House.

It shall be the responsibility of the TCTF to assess the deployment of the technological resources within the CAO, taking into account
the other offices of the House and other legislative offices to the extent possible, and make recommendations to the CAO based on its
assessment in conjunction with the adopted strategic objectives. In making its assessments the TCTF will insure that interested
parties, including users, are involved as an essential component in developing recommendations to the CAO.

It shall be the further responsibility of the TCTF to monitor deployed technological systems within the House to ensure they continue
to be in compliance with the strategic objectives.

The TCTF shall have as one of its key responsibilities oversight of the Year 2000 Project and coordination of CAO technological
developments within that project.

The TCTF will also provide advice to the CAO on any other technology issue the CAO may request.

2. Responsibilities

In the fulfillment of its purpose the TCTF shall:

1) Develop strategic objectives for deployment of information technology within the House that include but are not limited to, the
following:

a) Inter-operability of software systems within the CAO and whenever possible the other offices of the House as well as other
legislative branch offices

b) compliance with Year 2000 Project requirements

c) participation of the responsible offices in the assessment of needs and compliance of the technology with those needs

d) setting of requirements for the implementation of technological projects within the CAO such that the strategic objectives can
be met within acceptable time frames

The strategic objectives will be comprehensive and long term in scope.

2) Develop and recommend to the CAO procedures for implementation of the House’s SDLC policy.

3) Set priorities when necessary for implementation of technological tools, where the priorities are in conformation with the strategic
objectives.

4) Develop and recommend to the CAO procedures for monitoring deployment of CAO technological systems so that the strategic
objectives and SDLC requirements are met in the deployment.

5) Develop and recommend to the CAO procedures for monitoring deployed CAOQ technology systems. Deployed systems are to be
monitored in order to recommend, when necessary, steps for continued compliance with the stated strategic objectives of the
House in regards to technological deployment.

3. Structure

The TCTF is comprised of:
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A representative of the CAO

The Associate Administrator and a technical representative from each of the following CAO organizations:
Finance Office
House Information Resources
Human Resources
Media and Support Services
Procurement and Purchasing

Year 2000 Project Manager
The TCTF will report directly to the CAO. The Associate Administrator of House Information Resources shall chair it.

The TCTF may from time to time consult with and engage in their deliberations with representatives of the other offices of the House,
the legislative branch, and other external organizations, as it finds useful.

4. Meetings and Reports

The TCTF will meet twice a month until the completion of the Year 2000 Project, after which it will meet monthly. It may also meet
any other times that it finds necessary.

Administrative functions shall be performed by Year 2000 Project Manager or a substitute designated by the TCTF chairman.
The TCTF will present the CAO with a formal report on a quarterly basis and will report at other intervals to the CAO as either the
CAO or the TCTF finds useful. It will submit minutes of its regular meetings with attachments including reports it has received,

including, but not limited to regular reports from the Year 2000 Project Manager. The quarterly report shall include a summary of its
accomplished tasks and a status report of outstanding issues.
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Appendix C

SDLC TERMS AND DEFINITIONS

This appendix provides definitions of terms related to the systems development environment:
Activity: A state of being active or performing an operational, system, or methodology process.

Business Process: A term used to describe the daily activity of an organization or group to conduct operations. The business process
does not outline technical solutions but focuses on the operational process to which technology or improvement could be applied.

Business Process Improvement: An effort to improve the operational or system activity (process) within the defined operating
concept of the organization.

Business Process Reengineering: An effort to redesign or recreate the operational or system process due to a significant change in
the operating concept of the organization.

Concept of Operations (CONOPS): A combination of drawings and text describing the primary areas and conceptual methods of an
organization conducting activities and operations.

Cost/Benefit: A comparison of the old/new expenditures to the old/new benefits derived from completion of the project. The Return
on Investment (ROI) analysis usually defines the time period required to reach the more favorable situation.

Customer: The customer is the ultimate benefactor of the service or information product. The customer needs should provide the
primary influence on how the user constructs their operating concept and business processes.

Developmental Test and Evaluation (DT&E): A term used to describe testing a system for compliance with the system and technical
requirements and determining that the system was built to proper specifications.

Life-Cycle: Refers to the entire period of activity in transforming customer needs into system or support solutions and sustaining
activities.

Management Controls: A comprehensive checklist of control objectives used by business process owners to ensure thorough and
coordinated execution of the systems development life-cycle.

Methodology: A structured approach using rules, procedures, and discipline to achieve desired results and consistency in execution.

Operational Test and Evaluation (OT&E): A term used to describe testing a system for compliance to user (operational)
requirements and determining that the system meets the users performance expectation.

Phases: A clustering of tasks and activities that describes a functional area of the SDLC process.

Policy: A high-level overall plan embracing the general goals and acceptable procedures — especially of a governmental body
(Webster’s).

Process Flow: A drawing that shows the flow of processes or activities without focusing on technical design or solutions.
Project: A planned undertaking within a specified time period and usually consisting of many tasks and activities.

Prototype/Pilot: A scaled-down version of a support process or system that demonstrates “proof-of-concept” for a minimal cost, and
prior to committing funds for large-scale deployment.

Requirement: Describes a part of a process to be automated or enhanced in terms of capabilities and features. This is a vague term
until modified with the requirements type such as user, functional, system, or technical. Various requirement types include:

Data — a description of what data elements are required to conduct information processing and where they exist within the system
process. Information access and sharing requirements are usually included.
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Functional — a high-level description of what processes of the operating concept are to be automated or enhanced. Usually
grouped into functional operating areas.

Operational — a description of what part of the operational (user) process should be automated or enhanced (interchangeable with
user).

System — a description of what parts of the system process, after eliminating redundancies and repetitive actions, should be
automated or enhanced (includes existing system).

Technical — a description of the specifications, ranges, protocols, or other technical information, including the existing system,
that bounds the design process.

User — a description of what part of the user (operational) process should be automated or enhanced (interchangeable with
operational).

Statement of Work (SOW): A listing of tasks that describe the work necessary to develop and implement a support process or system
meeting the objectives of the project.

Sub-system: A smaller functional area of a system that can be analyzed or modified but has an impact on the overall system.

Systems Development: A methodical approach to identifying needs and process-based requirements, and using a structured process to
design and implement solutions.

Systems Engineering: A practice of analyzing and developing systems-based solutions throughout the life-cycle process or on
designated sub-systems.

System Enhancement: An adjustment to the support process or technical improvements to the existing system such as updated
equipment or software (the business process could remain the same).

System Process Flow: A drawing that combines user (operational) process flows with technology concepts (not design) to reduce
redundancies and repetitive actions.

System Redesign: A significant change in the support process or system technical components due to advancements in technology or
changes in the business process.

Task: A piece of work to be completed within a specified time period and with measurable results. An example of measurable results
includes documents, software, products, decisions, or analysis.

Technology Evaluations: A task to review technologies relevant to the selected business processes to assist requirements
development and the design process

Track I: A term referring to near-term initiatives, in parallel with long-term efforts that provides immediate capabilities for House
operations. Track | initiatives are conducted with respect to the planned long-term efforts.

Track 11: A term referring to long-term initiatives to develop integrated systems or support processes and evolves from “lessons
learned” during Track | operations. Track Il initiatives are conducted in parallel with Track | and closely coordinated to maximize
integration and cost reduction.

User: The user (individual or group) that conducts the support processes, or uses the automation technology or system, to produce a
service or product for the customer. The users have the key role for identifying the business processes and the areas for possible
automation (new system) or enhancement (existing system or support process).

User Process Flow: A drawing that describes the operational activity (business process) in accomplishing the objectives and mission
of the individual or group within the organization.

Work Breakdown Structure (WBS): A listing of tasks required to be accomplished in order to achieve success for a given project.
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Office of the Chief Administrative Officer Attachment #4
Business Units

The Office of the Chief Administrative Officer (CAQ) is responsible for ensuring that non-legislative support
services are provided to the House community. The CAO directs a technical and administrative staff comprised
of nearly 600 personnel that serve in the Office of Finance, House Information Resources (HIR), Human
Resources (HR), Immediate Office (CAOIO), House Support Services (HSS), and the Office of Procurement
(OP).

The Office of Finance is responsible for conducting all financial management activities of the U.S. House of
Representatives. The four functional departments: Accounting, Financial Counseling, Financial Systems, and
Budget are the primary financial service organization for Members, Committees, Leadership Offices, Officers,
and other entities of the House.

House Information Resources (HIR) provides information technology systems, services, and support to the
House community. This office has four directorates: Communications, Client Services, Information
Management, and Information Systems Security. Areas of support include voice and data communications
(design, installation, and operation); telephone equipment and local and long-distance services; "customer
touch™ services including help desk and on-site technical support, graphics design and production, information
technology training, data center operations and application support, and electronic messaging systems and
services. Additional areas of support include Web site development, hosting, and support services; and
information systems security monitoring and protection services including incident management, security policy
and procedure development, and network security assurance.

The Human Resources (HR) office provides guidance to House offices regarding general, sensitive, and
confidential human resources issues. This office consists of Personnel and Benefits, Administration, Employee
Assistance, Training, Members' Services, Payroll, the Child Care Center, the Resume Referral Service, and
Outplacement Services Resource Center. Among other services, this office offers job placement and counseling.

In the CAO_Immediate Office (CAOIQO), among other responsibilities listed above, the Administrative
Counsel ensures that office and car leases comply with House Rules and provides other legal advice relative to
administrative matters.

House Support Services (HSS) provides diverse products and services through the following offices: House
Recording Studio, House Office Service Center, Office of Photography, Furniture Support Services, Contractor
Management, and Operations Support Center. These units provide front line customer service with customized
guidance for House offices.

The Office of Procurement (OP) provides procurement assistance and support to all House offices. OP
provides a wide range of procurement support from simple bulk purchases of equipment (e.g., computers or
copiers), to software development contracts for Member Web pages, to major national contracts for
telecommunications services. Among other responsibilities, this office administers and helps prepare contracts,
reviews proposals, provides purchasing advice, and assists in the resolution of contract disputes. OP also
manages and operates the automated purchasing system for the House.




CAO Business Process Inventory Attachment #5
As of February 21, 2003

DRAFT CAO Process Inventory

Core Processes - an organized group of tasks related to the CAO vision & mission that may cross functional boundaries,
that emphasize outcome rather than output, customer rather than mechanism and why rather than how: & that transform
inputs into essential services that directly support the mission of the House of Reps.

Prov

ide Information Technology and Technical Support

Provide Data (District Office Comm Lines) Communication Services

Provide Voice Telecommunication Services (MCI, Sprint)

Provide Video Communication Services

Provide Wireless (Cell Phone/Blackberry) Communication Services (BES)

Provide information systems security services

Provide SecurlD Card Distribution and Tracking

Provide Info Sys Security/Server Audits

Provide Web (Internet, Intranet, Portal) Services

Provide Newswire Information Services

Provide Federal Assistance/Grants Information Services

Provide White House Tickets Service

Provide Messaging, Scheduling and Fax Services

Provide computing capability/environment

Prov

ide Help Desk Services

Provide IT Help Desk Support (technical/ logistics)

Provide Technical Support & Consulting Assistance (TSRs)

Provide PD Application Support

Support Admin & Fin Apps (LIMS, ComteCals, OES, FRC, FMS, Member Payroll, HRIS, MONIES, OTMIS, USCode, CAPS,
CTS, Federal Fund Express, FileNet, MCBA, News Stand, PD FFS etc. )

Operate First Call

Fully Answering Questions

Setup and Production of Equipment and Services Fair

Operation of the First Call-Call Center (SOs, Equipment Loans, WOs)

Process Bulk Mail, mass mail invoices

Dear Collegue and check for policy adherence

Members District Office Mail report.

Mail List Processing

Web (house.net) Content Management

Provide Office Coordination Services

Perform seasonal operation of new and departing member mail centers

Provide seasonal resume drop off centers

Planning of special events requests

Oversight and management of web oriented self scheduling sign up system for 8 self scheduling rooms

Oversight and management of event room maintenance, cleaning, and furniture/equipment requirements

Perform scheduling for 22 non-automated scheduling event rooms and 8 automated scheduling event rooms

Prov

ide Personnel Services

Recruit Employees

Compensate Employees

Administer Benefits

Prov

ide Media Services

Provide Photographic Services

Perform Original and Reprint Photography Requirements

Provide Capitol Hill related color photos for members to furnish offices with

Provide Audio/Video Services

Committee Broadcast (Internal Cable system)

A/V Duplication and processing of First Call video duplication work requests

Digital Conversion for web use

Video Duplication for National Archives and LOC Archives

House Floor Recordings

Prov

ide Retail/Administrative Services

Gift Store

Office supply Store

Notary Services

Passport Services




CAO Business Process Inventory Attachment #5
As of February 21, 2003

DRAFT CAO Process Inventory

Core Processes - an organized group of tasks related to the CAO vision & mission that may cross functional boundaries,
that emphasize outcome rather than output, customer rather than mechanism and why rather than how: & that transform
inputs into essential services that directly support the mission of the House of Reps.

Provide Logistics Services

Supply Furniture to Offices

Equipment Moves and Removals

Issuing used equipment

Perform Furniture, Drapery, and Carpet Repair and Installation

Perform Furniture Locksmithing

Perform Engraving Services

Perform Picture Framing

Prov

ide Purchasing Services

Perform Simplified Purchasing

Perform Federal Supply Schedule/GWAC Purchasing

Perform Full and Open Competition - Major Solicitation Purchasing

Execute Maintenance Agreements

Perform Office of the Clerk Purchasing

Perform OIG/Attending Physician

Manage Purchase Card

Prov

ide Contract Management Services

Provide oversight of food service, shoeshine, barber/beauty shop, Pithey Bowes, post office stamp counters, and catering
contracts

Perform planning, design, and consulting for remodelling and renovation projects (w AOC)

Conduct sales audits of registers on a daily basis for monthly reports

Maintenance Contract Management

Perform quality inspections of all contractor operations

Perform management analysis on contractor operations

Prov

ide Financial Management Services

Provide Access to Financial Information

Generate and Distribute Financial Reports

Financial Advise and Assistance

Coordinating travel Card Program

Disbursement

Prov

ide Training Services

Financial System Training

Provide Direct Training, Facilitate Training

Register House staff for IT Training

Conduct House staff IT Training

Train HIR IT Staff

Perform Acquisition Training




CAO Business Process Inventory
As of February 21, 2003

Attachment #5

DRAFT CAO Process Inventory

Governing Processes - a continuing process that directs or tunes other processes

Perform Planning and Administration

Strategic Planning

Apply Industry Best Practices organization wide

Generate and Distribute Reports

Plan, For

mulate and Execute Budget

Provide Technical Oversight and Standards

Perform IT strategic planning

Perform enterprise architecture planning

Oversee compliance to Inspector General guidelines - audits

Oversee configuration/change management

Assure quality control

Lead the Technology Coordination Task Force

Update and enforce Systems Development Life Cycle standards

Establish technical evaluation standards

Initiate engineering review board

Conduct surveys & focus groups

Apply IT Industry Best Practices

Leverage vendor product life cycles

Conduct IT Research & Discovery (Gartner, GAO, DCI, Deloitte)

Oversee Health and Safety

Research, make recommendations, and write up policy for health and safety Compliance

Send FSS people to get tested for respiratory and auditory.

Defining Emercancy Action Plans

Perform Internal and External Safety and Compliance Inspection

Manage Policy & Oversight

Plan and Evaluate Services

Perform Procurement Planning

Perform Procurement Management Reviews

Execute Monthly Reporting - purchases exceeding small purchase threshold

Perform End of Fiscal Year Purchase Planning

Perform Audit Management

Coordinate IT Audits

Audit Management

Manage Projects

Internal Control Program




CAO Business Process Inventory Attachment #5
As of February 21, 2003

DRAFT CAO Process Inventory

Enabling Processes - a transactional process that supports the direct inputs of 1 or more other processes
Provide Personnel Support Services

Provide Performance Management/Development Services

Provide Professional Development

Provide Personal Development

Provide Response Services

Perform Performance Management

Provide Employee Administration

Perform Exiting Process

Provide Child Care

Facilitate Systems Interfaces

Interface with other CAO Systems (PD, FAIMS, FFS, Oaktree, FinMart, Hyperion, Lawson, FMS)
Interface with other House Systems (LIMS, EVS, LEGIS)

Interface with service vendors (MCI, Sprint, Cingular, EMC, IBM)

Interface with consulants/contractors (Booz Allen, LMI, Deloitte, Gray Hawk)

Provide Continuity of House Operations

Interface with other House Officers (Clerk, Sergeant at Arms, Chaplain, Attending Physician)
Interface with other Legislative Branch Orgs (Senate, GAO, GPO, LOC, CBO, USCP, AOC))
Interface with other Govt Branches (Executive, Judicial, Homeland Security)

Prepare for BC/DR Events (ACF, AHOC, ECC, ERC, AHC,Mobile Comm, Member Briefing/Paging)
Perform Billling for Services

Initiate Voucher Processing for Reimbursable Srvcs (graphics, fax, securid, comm upgrades)
Billing Customer for Performed Photography

Archival research and reprinting of unique or historical photos

Billing Member's MRA directly

Billing Forms for Picture Framing sent to OSM for Processing

Payment of Invoices using FFS
Infrastructure Processes - a continuing process that creates or manages infrastructural assets that are used by &
Maintain Records

Photo & Negative Archival

Resource Management

Maintenance of Computing Environment

Maintain HIR Data Center

Maintain Enterprise Systems

Maintain Systems Engineering

Maintain BC/DR Alternate Sites

Maintain BC/DR Processes & Procedures
Maintain Information Systems Security
Maintain communication infrastructure & services
Maintain Network Engineering

Maintain Network Operations Center
Maintain Inventory/Assets

Maintain Organizational Resources

Maintain Databases

Maintain Congressional Transition IT Support
Perform PD Maintenance

Support of FFS

Maintenance and Control of FFS

Manage Inventory

Traking Secure ID cards

Ordering supplies, office and media

Supply inventory and management

New Equipment Inventory Management
Used Equipment Inventory Management
Asset Management

Perform Furniture Inventory Management
Schedule Maintenance of equipment, cleaning of carpets, etc.
Brochures Break out Stocking and Requests
Ordering, Receiving, and Stocking




